~ UBND TINH NAM DPINH CONG HOA XA HOQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Déc 1ap - Tw do - Hanh phuc

86471 /STTTT-CBS , Nam Dinh, ngay 09 thang 5 nim 2024
VIV str dung Nén tang Diéu phoi va xtr 1y su ¢
an toan thong tin mang

Kinh guri:
- Céc s0, ban, nganh ctua tinh;r
- UBND céc huyén, thanh pho.

Cin cir Piéu 11 Quyét dinh s6 05/2017/QD-TTg ngay 16/3/2017 cua Thu
tuéng Chinh pha ban hanh quy dinh vé hé théng phuong an tmg ciru khan cp bao
dam an toan thong tin mang quéc gia va Piéu 9 Thong tu 20/2017/TT-BTTTT
ngay 12/9/2017 cua Bo trudng Bo Thong tin va Truyén thong quy dinh vé dicu
phéi, Gmg ctru sy ¢b an toan thong tin mang trén toan qudc, trong d6 yéu cau cac
don vi van hanh hé théng thong tin co6 trach nhi¢m thuc hién bio cao su ¢ an toan
thong tin mang vé co quan diéu phdi quéc gia vé tmg ctru sy cd dé kip thoi dicu
phéi, phdi hop xtr 1y sy ¢b. Dé cong tac canh bao, didu phdi va xtr Iy sy ¢ duoc
thuan loi, kip thoi va hiéu qua, Cuc An toan thdng tin - B6 Thong tin va Truyén
théng d tién xay dung Nén tang Diéu phéi va xtt I su ¢b an toan thong tin mang
qudc gia.

Thuc hién chi dao cia UBND tinh tai Van ban s6 139/UBND-VP7 ngay
28/3/2024 vé viéc trién khai thuc hién Chi thi s6 09/CT-TTg; Vin ban sb
181/UBND-VP7 ngay 17/4/2024 vé viéc ting cuong bao dam an toan thong tin
mang theo Cong dién s6 33/CP-TTg. S& Thong tin va Truyén thong dé nghi
cac sO, ban, nganh ctia tinh, UBND cac huyén, thanh phd trién khai sir dung
Nén ting Diéu phéi va xiv Iy sw cé an toan théng tin mang quoc gia theo dia
chi: https://irlab.vn dé tiép nhan thong tin canh bao va giri bao cdo su cb an
toan thong tin.

S¢ Thong tin va Truyén thong di tao lap tai khoan dang nhap hé théng cho
cac co quan tai Phu luc 1 dinh kém Van ban nay. pé nghi cac co quan ctr can bg
phu trach an toan thong tin tiép nhén tai khoan va lién hé véi can bd dau méi cia
S Thong tin va Truyén thong dé nhan mat khau ding nhap. Thong tin hudéng din
str dung Nén tang Diéu phdi va xur 1y sy ¢b an toan thong tin mang moi cac co
quan tham khao tai Phu luc 2 va theo ddi video huéng dan tai dia chi:
https://drive.google.com/file/d/INF1gFvOXgETQFbjAlcsjCEd3rK234gw9/view


https://irlab.vn/
https://drive.google.com/file/d/1NF1gFvOXgETQFbjAlcsjCEd3rK234gw9/view

Pau méi lién hé: 6ng Pham Vin An - Chuyén vién Phong Chuyén dbi s,
dién thoai: 0977227111, email: phamvanan.stt@namdinh.gov.vn.
Tran trong./.

Noi nhén: GIAM POC
- Nhu trén;

- UBND tinh (dé b/c);

- Phong VHTT céc huyén, TP;

- Trung tdm VHTT&TT céc huyén, TP;
- VP S¢, Trung tam CDS&TT;

- Luu: VT, CBS (anpv).

Vii Trong Qué



Phu luc 1

. . _Danh sach tai khoan sir dung )
Nén tang Diéu phoi va xir 1y sw ¢0 an toan thong tin mang quoc gia
(Kem theo Cong van so /STTTT-CBS ngay /5/2024 cua So TT&TT)

* Mat khfig: Dé biét mat khau ding nhép, xin lién hé véi dau moi cua SO Thong
tin va Truyén thong: 6ng Pham Van An - Chuyén vién Phong Chuyén doéi so, dién
thoai: 0977227111, email: phamvanan.stt@namdinh.gov.vn

STT Co quan Tai khoan
1 Van phong UBND tinh vpubndtinh@namdinh.gov.vn
2 Thanh tra tinh thanhtratinh@namdinh.gov.vn
3 Ban Quan 1y Cac Khu cong nghiép tinh bglckcn@namdinh.gov.vn
4 S& Cong Thuong soct@namdinh.gov.vn
5 S¢ Giao thong Van tai sogtvt@namdinh.gov.vn
6 S¢ Gido duc va Pao tao sogddt@namdinh.gov.vn
7 S& ké hoach va Pau tu sokhdt@namdinh.gov.vn
8 S¢ Khoa hoc va Cong nghé sokhcn@namdinh.gov.vn
9 S¢ Lao dong Thuong binh va xa hoi soldtbxh@namdinh.gov.vn
10 S& Noi Vu sonv@namdinh.gov.vn
11 S& Nong nghiép va Phat trién nong thon sonnptnt@namdinh.gov.vn
12 S¢ Tai Chinh sotc@namdinh.gov.vn
13 S¢ Tai nguyén va Moi trudong sotnmt@namdinh.gov.vn
14 S¢ Tu Phap sotp@namdinh.gov.vn
15 S Thong tin va Truyén thong sotttt@namdinh.gov.vn
16 S Vin hoa Thé thao va Du lich sovhttdl@namdinh.gov.vn
17 S¢ Xay Dung soxd@namdinh.gov.vn
18 SoY Té soyt@namdinh.gov.vn
19 Thanh phé Nam Dinh tpnd@namdinh.gov.vn
20 Huyén My Loc - Nam Dinh myloc@namdinh.gov.vn
21 Huyén Vu Ban - Nam Dinh vuban@namdinh.gov.vn
22 Huyén Y Yén - Nam Dinh yyen@namdinh.gov.vn
23 Huyén Nghia Hung - Nam Dinh nghiahung@namdinh.gov.vn
24 Huyén Nam Tryc - Nam Dinh namtruc@namdinh.gov.vn
25 Huyén Truc Ninh - Nam Dinh trucninh@namdinh.gov.vn
26 Huyén Xuan Truong - Nam Dinh xuantruong@namdinh.gov.vn
27 Huyén Giao Thuy - Nam Dinh giaothuy@namdinh.gov.vn
28 Huyén Hai Hau - Nam DPinh haihau@namdinh.gov.vn




Phu luc 2
Hudéng din sir dung

Nén tang Piéu phdi va xur ly su ¢6 an toan thong tin mang qudc gia
(Kem theo Cong van so /STTTT-CBS ngay /5/2024 cua So TT&TT)

* Pang nhap: Nguoi dung truy cap dia chi https://irlab.vn va dang nhap

bang thong tin ding nhap da duoc cung cap.

Cuc An toan théng tin

VNCERT/CC

Nen tang didu phdi xir 1§ suf c8

Dangnhap

* Cap nhat danh sach dai IP/CIDR
Ngudi dung co thé cip nhat dai IP/CIDR cta to chirc bang cach click vao
avatar, sau d6 chon muc “Cap nhat dai IP”:
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https://irlab.vn/

Tén td chif'c/Admin

@) Nhiém vu dang xir ly
Nhiém vu chua xd ly

Cap nhat dai IP

3 Canhan

- Nguoi dung chon “Thém mai td chire” va nhéap thong tin ve to chire. Luu
v khong dugc x6a thong tin cia céc to chure khac da co trén h¢ thong.
SUA DOI DANH SACH IP/CIDR CUA TO CHUC

Chiing t6i sé st dung théng tin ip/cidr ciia t6 chirc dé thie hién gidm sit an toan théng tin va cinh bido cho t6 chitc cia ban.

DANH SACH TO CHUC

Chon t6 chize

Thém mdi to chire e
Tén té chire/cd nhan bédo cdo sw cd

Tén t6 chire v
Dia chi

dia chi v
56 dién thoai Dia chi email

0123456789 v ‘ email@vncert.local v

Danh sich IP/CIDR ciia tb chirc (Nhdp danh séch IP va CIDR cta t chirce, t5i da /16)
192.168.1.0/24

Bing viée Luu théng tin, ban cam két vdi chung t6i (VNCERT/CC) ring cac dia chi IP/CIDR trén thudce té chirc cua ban.

Luru théng tin

Vi truong IP/CIDR cua t6 chuec, cac dir liéu hop 1€ c6 thé nhap vao la:




3

e Dia chi IP Public cta t6 chirc (Vi dy: 117.4.193.58)
Nguoi dung cé thé truy cap https://www.whatismyip.com/ dé biét dia chi IP

Public ciia mang Internet tai co quan minh. Vi du:

What Is My IP?

My Public IPv4: 117.4.193.58 &
My Public |Pv6: Not Detected
My IP Location: Thai Binh, 20 VN &
My ISP: Viettel Corporation @

Sau khi luu thong tin, nguoi dung c6 thé stra doi thong tin da nhap bang
cach nhan vao nat “Stra thong tin”:

SUA POI DANH SACH IP/CIDR CUA TO CHUC

Ching t6i s& si dung théng tin ip/cidr ciia t6 chirc dé thyc hién giam st an toan théng tin va cinh bdo cho 6 chirc ciia ban.
Té chirc:
Tén t6 chirc - email@vncert.local - 0123456789

Danh sach IP/CIDR:
192.168.1.9/24

Xem noi dung bao cao giam sat ATTT

Khi di nhap xong danh sach IP/CIDR, quan tri vién c6 thé nhan bao cio

giam sat ATTT vao mdi 7 gio sang:


https://www.whatismyip.com/

+ Thémsycs Canhbdo @) = Digital Forensics Lab _ ° Tén t6 chilc/Admin

Danh sach canh bao (13/13)
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Khéng ¢6 gi
[ m ] Bdo cdo gidm st ATTT Trung tdm VNCERT/CC (1/33) ngay 09/04/2023 Nooe Indirect VNCERT/CC Ig8ng6l4 0 0.04/09/23 07:19 R =
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monitoring C.04

@ [ tpamber [ type:osint

Khéng cé gi

Quan tr1 vién c6 theé bam vao tiéu d€ dé xem ndi dung chi tiét ciia thong bao.

Xem trudc canh bao msi

n Béo céo gidam sat ATTT Trung tdm VNCERT/CC (1/ 30) ngay 10/04/2023

EA1D: ~134529256 [ Ngay thang: 04/10/2307:18 # Loai: Indirect monitoring Il Reference: lga340b6 ® Ngudn: VNCERT/CC

Théng tin ¢d ban

The { tpamber [ type:osinT

MG ta

Trung tAm VNCERT/CC dufa viio danh sach IP/CIDR dan vi d3 cung cap, thuc hién giam sét va béo cdo cho Trung tim VNCERT/CC ngay 10/04/2023 s

Céc sukién ATTT déng chdy: 1

Cécdich vu dang mé: 30

gdan t

Tran trong./.

Céc trudng bé sung B3 cyc

Khéng cé théng tin b sung ndo dudc chi dinh
2 pictnng @ & sucsuongty @

Danh séch d&c trung (0/0) Quoc | 15 v muc/trang
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